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Key generation technology based on underwater acoustic channel estimation

in covert communication
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Abstract Take advantage of underwater acoustic sensor network (UWSN), intelligent, autonomous, dis-
tributed, all underwater information collection, transmission, processing and fusion can be performed. Thus
UWSN becomes one of the best choices for underwater applications such as target monitoring, positioning,
tracking and classification. Aiming at the encryption in covert communication, a method of generating key
based on the response characteristics of underwater acoustic channel is proposed. By utilizing the short-term
correlation of underwater acoustic channel, both the transmitter and receiver can generate encryption keys in
real time to ensure the confidentiality of information. By combining information hiding technology with key
generation technology, the covert transmission of underwater acoustic information can be ensured. Simulation
and experimental results show that the proposed key generation method can generate matched keys as well as
provide encryption support for underwater acoustic covert communication.
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